AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

§1907.13

and title of position, verification of se-
curity clearance or other basis of au-
thority, and an identification of the
documents or portions of documents or
information at issue. The challenge
shall also, in detailed and factual
terms, identify and describe the rea-
sons why it is believed that the infor-
mation is not protected by one or more
of the §1.5 provisions, that the release
of the information would not cause
damage to the national security, or
that the information should be declas-
sified due to the passage of time. The
challenge must be properly classified;
in this regard, until the challenge is
decided, the authorized holder must
treat the challenge, the information
being challenged, and any related or
explanatory information as classified
at the same level as the current classi-
fication of the information in dispute.

§1907.13 Identification of material at
issue.

Authorized holders shall append the
documents at issue and clearly mark
those portions subject to the challenge.
If information not in documentary
form is in issue, the challenge shall
state so clearly and present or other-
wise refer with specificity to that in-
formation in the body of the challenge.

§1907.14 Transmission.

Authorized holders must direct chal-
lenge requests to the CIA as specified
in §1907.03. The classified nature of the
challenge, as well as the appended doc-
uments, require that the holder trans-
mit same in full accordance with estab-
lished security procedures. In general,
registered U.S. mail is approved for SE-
CRET, non-compartmented material;
higher classifications require use of ap-
proved Top Secret facsimile machines
or CIA-approved couriers. Further in-
formation is available from the CIA as
well as corporate or other federal agen-
cy security departments.

ACTION ON CHALLENGES

§1907.21 Receipt,
tasking.

recording, and

The Executive Secretary of the Agen-
cy Release Panel shall within ten (10)
days record each challenge received
under this Part, acknowledge receipt
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to the authorized holder, and task the
originator and other interested parties.
Additional taskings, as required during
the review process, shall be accom-
plished within five (5) days of notifica-
tion.

§1907.22 Challenges barred by res ju-
dicata.

The Executive Secretary of the Agen-
cy Release Panel shall respond on be-
half of the Panel and deny any chal-
lenge where the information in ques-
tion has been the subject of a classi-
fication review within the previous two
(2) years or is the subject of pending
litigation in the federal courts.

§1907.23 Response by originator(s)
and/or any interested party.

(a) In general. The originator of the
classified information (document) is a
required party to any challenge; other
interested parties may become in-
volved through the request of the Exec-
utive Secretary or the originator when
it is determined that some or all of the
information is also within their official
cognizance.

(b) Determination. These parties shall
respond in writing to the Executive
Secretary of the Agency Release Panel
with a mandatory unclassified finding,
to the greatest extent possible, and an
optional classified addendum. This
finding shall agree to a declassification
or, in specific and factual terms, ex-
plain the basis for continued classifica-
tion including identification of the cat-
egory of information, the harm to na-
tional security which could be expected
to result from disclosure, and, if older
than ten (10) years, the basis for the ex-
tension of classification time under
§§1.6 and 3.4 of this Order. These par-
ties shall also provide a statement as
to whether or not there is any other
statutory, common law, or Constitu-
tional basis for withholding as required
by §6.1(c) of this Order.

(c) Time. The determination(s) shall
be provided on a “first-in, first-out”
basis with respect to all challenges
pending under this section and shall be
accomplished expeditiously taking into
account the requirements of the au-
thorized holder as well as the business
requirements of the originator includ-
ing their responsibilities under the
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